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m MARS Motivations \ / MARS Goals

Security is getting omnipresent in smart devices

_

1. Provide dual countermeasur es against both passive and active attacks:
* Most counter-measures against side-channel attacks can be thwarted

by an appropriate fault attack
Hardwar e accelerator s are absolutely necessary to speed up * Most counter-measur es against active attacksincrease information

the computations and to save the batteries leakage

. ; 2. Defi Iti-level hardening strategy:
« Security hardware» isvulnerableto attacks |Teg/n;msgr/ewar;p?;;ng e

targeting itsimplementation: - Every level of abstraction isa possible hook for an attack
« Passive attacks, exploiting side-channel infor mation leakage  Security level isequal to that of itsweakest link
« Active attacks, disturbing the system to gain information

/ Side-Channel Attacks (SCAS) \ / Fault Attacks (FAS) \

* Side-channelscan be: » Power of fault induction:
» Execution duration, if computations ar e optimized * RSA with CRT broken with two faults
» Power consumption, allowing Simple and Differential Power * DFA breaksall the cryptosystems with as few as 100 faults
Analysis (SPA & DPA) » Non-invasive attacks or probing attacks
* Electro-magnetic radiations (see below) « Selection of efficient counter measures against FA:
Side-channel can betheoverall B field (loop), or the E field » Evaluation of robustnessvs. fault attacks: linkswith VENUS
at a given frequency (ad hoc antenna) ¢ Impact on side-channel characteristics (see below)

e Acquisition strategy:
» Fast oscilloscope (20 GSals, 6 GHz BW, 8 hit)
« Differential probes

o Sl e _ Example of two codes
 Filter-out de-correlated frequencies ith simil
e Averagingtoincrease SNR with smilar error

detection capabilities
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/ Towardsan ASIC robust against SCAsand FAs \
Generic Security Methods and Tools Dependable | Ps

» Symmetrical Cryptography: DES

Rk TR e R » Hardened against SCA (ASIC demonstrator under test)

: E:Iu??ﬁ;:?;finegmf;?rategy & » Alsoin WDDL and SI-WDDL logic
« Early dependability analysistools Prototype /}V * With multiple modes of operation and 3DES
dedicated * AEShardened against FA

* Asymmetrical Cryptography: RSA
 Pipelined architectures
» Adapted to multiple modulus size
* Optional CRT
* Embedded « proof by 2m-1 »
* Processors; 8051 & 32-bit SPARC v8 LEON

circuits

Specially crafted Primitives (Symmetrical C-Element) o, popust Gate (DPA-Proof NAND) —  »  RobustAlgorithm (DES ———3  ASIC layout




